
Registering YubiKey with 
OME-RESA



1) You should receive an email from Duo Security (no-reply@duosecurity.com) similar to the one shown. 

2) Click on the link



You will be taken to the OME-RESA page to register your YubiKey

Click on “Start setup”



Select your device to add (Security Key), Insert your YubiKey into the computers USB port (copper 
circle facing up or towards you)  and then “continue”



You should get a pop window opening on your computer screen that asks you to touch the button on 
your YubiKey – touch your finger to the blinking copper circle for at least 1 second. Then continue.

NOTE: You may be asked to enter your security key PIN first.  If this happens, simply touch 
the circle on the YubiKey and release. The field will auto populate. The green “Y” on the
YubiKey should start to blink at which time you will be instructed to touch the circle again.



Select Finish Enrollment



You have successfully enrolled your YubiKey security key with OME-RESA.  You can use 
this key anywhere that multi-factor authentication is required (additional enrollment will 

be required). You can access settings to the security setting by using your OME-RESA 
login credentials. (Same login as you use for ProgressBook) 



This tutorial has shown you how to register 
your YubiKey with OME-RESA.  This must be 

done before you can use the YubiKey for Gmail 
or other accounts that require Multi Factor 

Authentication.  Additional enrollment is 
required for each account you wish to use your 

security key for. To setup your Gmail 
multifactor authentication please visit 

iclsd.helpspot.com and select “Multi Factor 
Authentication Help (MFA) from the left 

column.


